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ARTICLE INFO ABSTRACT
Keywords: With the development of optical transmission technology, optical fiber networks have become critical
Optical fiber network infrastructures in supporting information transmission on the Internet. However, the fiber cable is very

Large-scale damage
Damage measurement
Recoverability
Vulnerability

vulnerable to large-scale damage such as earthquakes or pulse bombs. What is more serious is that it will take
a long time to locate and repair the damages on fiber links. The long-term repair process will cause continuous
network performance degradation and severe economic loss. The fact is that these dangerous areas may be
ignored by traditional vulnerability analysis models. To solve this problem, this paper proposes a method to
analyze the vulnerability of fiber networks based on network recoverability. We first improve the traditional
fiber network simulation methods and damage simulation methods to provide a compatible foundation for the
network recoverability simulation. Then, we present the network vulnerability analysis model: the Damage
Measurement and Location Model (DMLM). The model employs the heuristic traversal algorithm based on
random points to locate the candidate attack positions. We design three vulnerability metrics: two metrics are
related to network recoverability and one metric is used for comparison. We also build their corresponding
theoretical frameworks to determine the appropriate model parameters to satisfy the specified estimation error
requirements. Numerical results prove the proposed model’s effectiveness and excellent sensitivity for essential
parameters. The visual results of the vulnerable zones prove the necessity of considering network recoverability
in vulnerability analysis of optical fiber networks.

1. Introduction cetera.) or intentional attacks (such as bomb attacks and electromag-
netic pulse bomb attacks [4]), optical cables are prone to be damaged,
distorted or power outage. Earthquake located in Taiwan Strait on
December 26, 2006, damaged seven submarine cables of China-US
Cable Network, blocked the normal communication service between
China and the US for two weeks [5]. The Great East Japan Earthquake
on March 11, 2011, and the tsunami triggered by earthquake-damaged
approximately 1.5 million circuits for fixed lines and 4900 mobile base
stations [6].

With the development of computer technology and communication
technology, the way of information transmission has changed dramat-
ically. Optical cable has quickly replaced the traditional copper cable,
becoming the core facility of the communication backbone network.
Compared with traditional fixed communication materials, optical fiber
has the following advantages: reliable transmission technology of wide
frequency band, large capacity, and low loss of transmission, as well
as the commercial value of low cost, small weight and long service

life. In China, the total length of cable lines has reached 45.46 million
kilometers as of June 2019. Submarine optical cables around the world
have accumulated more than 1.4 million kilometers and carry 98%
of the bandwidth of international communications. People’s daily life,
operation of enterprises, and nation-building are all increasingly insep-
arable from the basic information services provided by optical fiber
networks. However, the optical cable has obvious defects in damage re-
sistance: low mechanical strength, high bending angle requirement, and
high continuous power supply requirements [1,2]. When confronting
natural disasters (such as earthquakes [1], tsunamis [3], typhoons, et
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It should be vigilant that a disaster or attack will not only im-
mediately cut off the information transmission in the optical fiber
network, but also bring more serious problems: it will take a lot of
time, manpower and material resources to locate and repair damaged
positions of the fault fibers. In a complex post-disaster environment
or undersea environment, the fault location and repair speed will be
very low, which can easily cause persistent communication barriers
and economic losses. The Taiwan Earthquake took repair ships 48 h
to locate the fault in the submarine cables, and one month to complete
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the maintenance. In the Great East Japan Earthquake, 90% of commu-
nication capacity was restored after 75 days through an all-out effort
by over 11,000 people.

Although researchers have shown great interest in analyzing the
vulnerability of communication networks under geographical failures
during the last two decades [7-9], most studies ignore the impact of
network repair difficulty when analyzing network vulnerabilities. If
the vulnerability analysis is only performed according to the network
connectivity or reliability, it is easy to miss some special dangerous
areas. Therefore, this paper is devoted to analyzing the optical fiber
network vulnerability while considering network recoverability, thus
providing a new perspective for network protection and maintenance.

The biggest problem to be solved in this research direction is the
compatibility of the fiber recoverability simulation model and the
fiber network vulnerability analysis model. The fundamental reason
for the incompatibility lies in the lack of a series of basic simulation
models that can uniformly measure and accurately describe the specific
damage location, damage degree, repair difficulty, and repair progress
of the fiber link. The specific reasons are as follows.

1. Fiber network vulnerability analysis models. There are two
main problems: the first is that the simulation accuracy of the existing
fiber link model does not meet the calculation requirements; the second
is that the traditional damage simulation model cannot directly and
accurately describe the network’s actual damage degree.

Many fiber network models treat the optic cable as a simple whole
for simulation, and this type of simulation model only includes the
coordinates of both ends of the optic cable. Since the optical cable is
generally tens of kilometers long, when damage occurs, the damage
degree is different for different damage locations. A simple model
cannot meet the simulation requirements. Therefore, we designed the
Link Simulation Model (LSM). The model solves the simulation problem
of each location of the fiber link by dividing the link evenly. The model
provides a basic platform for fine simulation of fiber cable damage and
fine simulation of fiber cable repair.

To solve the damage-efficiency problem, we design the Damage-
efficiency Circle Model (DECM). The damage-efficiency refers to the
comprehensive judgment index of the damage degree of the target
under the natural disaster or attack [10]. Target damage probability
and target performance loss expected value are both commonly used
indicators to describe target damage-efficiency. Different from the sim-
ulation that uses probability to describe the damage-efficiency of fiber
cables [5,11,12], the damage-efficiency in this model describes the
actual damage degree to the network equipment. That is, the expected
value of the loss of the fiber network’s transmission capacity after dam-
aged. This method can ensure that devices with different transmission
capabilities have the same capability loss when their distance from the
damage center is the same. The damage probability model must assume
that the transmission capacity of each device is the same to meet the
above requirements, which does not match the actual situation. In the
damage simulation model, we employ circles [11,12] to simulate the
shape of geographical damage. The damage-efficiency of nodes and
virtual points is a function of their distance to the circle center.

2. Fiber network recoverability models. The network recover-
ability refers to the ability of the fiber network to restore its data
transmission capacity to or close to the level before damage through
repair after damaged. The main problem is that the simulation accuracy
of the fiber network repair process is insufficient. Most of the existing
literature focuses on the optimal design of the fiber network repair
strategy, so the accurate simulation of the damage is not essential. The
simplification of the damage simulation results in the simplification of
network repair process. Based on the Link Simulation Model and the
Damage-efficiency Circle Model, we designed a repair simulation model
with higher accuracy and closer to reality. We also designed a simple,
applicable, and relatively close to the actual repair strategy according
to the characteristics of the fiber network setting: the Saturated Rescue
Strategy (SRS).
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Saturated rescue means that when a country or region suffers a
major natural disaster or deliberately attack, the government quickly
and macro-mobilizes the local and surrounding resources to implement
emergency rescue measures including medical treatment, food, electric-
ity, and communications in the disaster-affected area [13]. This is a
common disaster emergency rescue strategy in many countries, and it
is also an emergency rescue strategy advocated by the United Nations.
The Saturated Rescue Strategy for fiber networks refers to that after a
single damage to the fiber network, there must be a sufficient number
and well-equipped maintenance teams to perform the repair, and the
repair resources are sufficient during the repair process to ensure that
the average repair speed of the rescue team reaches the required level
and remains unchanged. The technical concepts mentioned in this strat-
egy are mainly derived from the telecom operators’ actual emergency
repair process after the cable damaged [2,6,14] and the optical cable
repair manual used by the author’s college teaching. The vulnerability
analysis model using this strategy no longer requires additional input
of repair strategy data, which significantly simplifies the complexity of
the model.

After perfecting the compatibility of the basic models, we have
designed the fiber network vulnerability analysis model, the Damage
Measurement and Location Model (DMLM). The traversal algorithm
based on random points from Wang [5] is adopted to search network
vulnerability locations. Compared with the computational geometry
method, this method has higher calculation accuracy and can analyze
and prove the error range of the result. However, the calculation
complexity of the original algorithm is too high. We devised a heuristic
method which combined the matrix and computational geometry meth-
ods to optimize the original traversal algorithm to make the calculation
time acceptable. Subsequently, we designed two network performance
metrics in combination with network vulnerability and recoverability.
They are the Maximum Repair Time (MRT) and the Continuous Per-
formance Degradation (CPD). To show the changes in the vulnerability
analysis results after considering network recoverability, we imitate the
vulnerability metrics used in both Wang’s and Agarwal’s models: the
total remaining link capacity, and design Remain Transmitting Capacity
Ratio (RTCR). Based on the three metrics, the calculation formulas of
the model parameters under specified estimation error requirements are
proposed with analytic proofs.

The main contributions of this paper are as follows:

(1) A vulnerability analysis model of fiber network based on net-
work recoverability is developed.

(2) Multiple vulnerability analysis metrics considering the network
repair process are designed.

(3) The formulas of important model parameters under the given
error requirements are proved analytically.

(4) Two case studies are used to examine the validity, sensitivity,
and practicability of the proposed model.

(5) Real case study demonstrates that considering network recov-
erability will significantly affect the identification of fiber network
vulnerable areas.

The rest of this paper is organized as follows: Section 2 summarizes
and analyzes the related researches. Section 3 describes the simula-
tion models of fiber network, damage and recoverability. Section 4
presents the vulnerability analysis model and the three vulnerability
metrics. Section 5 presents the numerical results. The last section gives
a conclusion and briefly discusses future challenging topics.

2. Literature review

This section summarizes and analyzes the research literature in
three related fields: fiber network recoverability, network resilience,
and network vulnerability analysis.
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2.1. Related research on fiber network recoverability

Many researches on the recoverability of fiber networks focus on
the discussion of repair strategies, such as progressive network recovery
strategies under resource-constrained conditions [15-17]. These stud-
ies first assume that network repair resources are relatively scarce,
and only part of the repair can be completed within the required
time. Therefore, heuristic algorithms need to be designed according
to different priority requirements (critical link first, key node first, or
key business flow first). Some studies pay more attention to how to
effectively formulate network repair strategies under uncertain dam-
age scenarios [18]. Some researches focus on the design of repair
strategies [19] and innovations in repair methods [20] for the failure
of the access part of the fiber network. Some studies focus on how
the restoration entities (repair workers, repair vehicles) choose the
optimal path of movement and how to optimize the allocation of repair
resources [21,22]. Unfortunately, these studies pay more attention to
topological analysis. Even considering the spatial properties of the
network, the optical cable is modeled as a simple coordinate unit.
Due to the high computational complexity of the strategy optimization
model, most studies are difficult to distinguish the specific damage
location and damage degree of the optical fiber link. The difficulty
of algorithm implementation can only be reduced by reducing the
simulation accuracy of the repair process.

2.2. Related research on network resilience

It is worth noting that the research on network resilience will also
simulate the network damage condition and network repair process. In
particular, when we conduct network vulnerability analysis based on
recoverability, the model and metric design are similar to network re-
silience modeling [23,24]. However, the definition of system resilience
includes not only the ability of the system to recover to its original
performance after being damaged, but also the ability of the system
to resist disturbance before and during the damage [25,26]. System
resilience is consistent with system vulnerability in positioning, which
is a metric to comprehensively measure system performance from the
macro perspective [27]. System recoverability is one of the many
factors that affect system resilience or system vulnerability. The current
research on system resilience is still in the exploration stage [28]. Most
of the research focuses on the resilience modeling of infrastructure such
as transportation networks, power networks, and water conservancy
networks [29,30]. In the direction of optical fiber transmission system,
there are fewer clear metric modeling methods. Therefore, this paper
does not use system resilience as an indicator to describe the network
repair situation.

2.3. Related research on network vulnerability analysis

Most of the researches are to analyze the network vulnerability
by attacking the network and observing the degradation of network
performance, the so-called Network Inhibition Problem [31,32]. The
modeling of network vulnerability analysis model needs to include
three parts: network simulation model, damage simulation model, and
optimal damage area search algorithm. We introduce the relevant
literature one by one according to these three parts.

For fiber network modeling, most researches simulate the fiber link
as a simple unit [33-35]. In other words, the link will be regarded as a
whole for coordinate marking, and it will also be regarded as a whole
for marking the damage degree. If the fiber link is regarded as a simple
unit during the repair process, the calculated network vulnerability
and the found vulnerability areas will be seriously distorted in a mass
destruction scenario.

For damage simulation modeling, these researches could be divided
into two types in terms of simulation of region failures: deterministic
failure models [36-38] and probabilistic failure models [5,11,12]. The
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deterministic failure model means that the network equipment in the
failure region is immediately and completely destroyed. The proba-
bilistic failure model means that the network equipment in the failure
region is destroyed with a certain probability, and the destroyed prob-
ability is a function of the equipment’s distance to the failure center.
In Agarwal’s model [11], they designed a probabilistic hippodrome to
pre-process the network, then found the attack position based on the
superposition result of the probabilistic hippodromes. The probabilistic
hippodrome only provides a calculation basis for searching reasonable
attack locations. Fiber links are still regarded as a whole in the final
network vulnerability analysis. In Wang’s model [5], they designed
a segmented probability damage model: each probability segment is
equivalent to a concentric circle, and the damage probability of the
fiber link in the same concentric circle is the same. As long as the
segmentation range is small enough, a satisfying simulation for link
damage can be achieved. However, they only gives 2 ~ 3 probability
segments in the actual network analysis, indicating that this method is
difficult to meet the simulation accuracy requirements due to its high
complexity. No matter how the probabilistic damage model is designed,
there will be an inevitable defect: it essentially describes whether the
network equipment is destroyed, not the loss of equipment transmission
capacity. This is inconsistent with the actual network damage: even
if the equipment survives with a high probability, it will likely lose
some functionality. The probabilistic damage model cannot describe
this scenario due to its definition.

For damage area researching, because the network has spatial at-
tributes, computational geometric methods and traversal algorithms
are the most common methods to search for the best attack location.
Some researches set the specific position of the damage line segment
and the damage circle through the angle between the links and the
position of the node [33,39]. This method provides the proof method to
determine the best damage location, but the computational complexity
is relatively high. Some researches set the damage circle position by de-
termining the minimum enclosing circle of the specified node [36,40].
The algorithm complexity of this method is low, but the accuracy of the
calculation result is not guaranteed. Some researches set the damage
circle position through the seismic hazard maps [12]. This method is
limited to describing earthquake disasters. Some researches determine
the location of the damage circle by traversing evenly distributed
grids on the two-dimensional plane where the network located [5].
This method can analytically calculate the upper limit of the grid
diameter under a given error requirement, ensuring the accuracy of the
calculation result, but the calculation complexity is high.

3. Simulation modeling for fiber network, damage and recover-
ability

Because the traditional network simulation model, damage simu-
lation model and recoverability simulation model have compatibility
problems, we redesign the optical fiber network modeling method and
damage simulation method and propose the Link Simulation Model
(LSM) and the Damage-efficiency Circle Model (DECM). New methods
can improve the accuracy of model simulation and provide a calcula-
tion basis for simulation modeling of recoverability. At the end of this
section, we detail the simulation model of network recoverability with
the Saturated Rescue Strategy (SRS).

3.1. The link simulation model

In optical fiber networks, communication base stations, fiber
switches, and routers are commonly abstracted into nodes, denoted
as v;. Optical cables (including amplifiers) are commonly abstracted
into links, denoted as e;;. The topology graph G = (V, E) describes the
topology of the network, where V' is the set of nodes and E is the set
of links. Network’s nodes are located in a two-dimensional Euclidean
plane, and the coordinates of v; can be denoted as (x;, y;). If the original
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data of (x;,y;) uses latitude and longitude coordinates, to ensure the
accuracy of the calculation results, we recommend using the Gauss—
Kruger Projection to convert the latitude and longitude coordinates into
two-dimensional plane coordinates.

For the simulation of the fiber backbone cable, most researches
simplify it to a straight line segment with nodes at both ends [5,11,37].
The main reason is: affected by its own material, the optical cable
between adjacent base stations on land is generally laid (erected) in
a straight direction. The fiber material has a very low tolerance to
longitudinal traction, and dragging must be avoided when laying. If
the laying route has curvature, the longitudinal traction will be greatly
increased due to friction. At the same time, the laying angle of the
optical fiber should not be too large, and multiple small angle bends
should be avoided in a short distance, otherwise it will seriously affect
the light transmission efficiency. Therefore, we also simulated the
backbone optical cable as a straight line segment, and the link ¢;; can
be uniquely located by its end nodes v; and v;.

The information transmitting capacity of the optical fiber network
is generally measured by its bandwidth. The bandwidth of the fiber
network node generally refers to the port bandwidth or backplane
bandwidth of the network relay equipment (such as the fiber switch).
The backplane bandwidth of the relay equipment used by network
operators has a large gap, but the port bandwidth is basically similar,
generally tens of gigabit per second. Therefore, we choose the port
bandwidth as the node transmitting capacity, and the transmitting
capacity of v; is denoted as f;. The theoretical bandwidth value of
the optical fiber link is tremendous. However, the actual bandwidth is
limited by the photoelectric conversion technology of the relay equip-
ment and is generally slightly smaller than the node port bandwidth.
The transmitting capacity of the link e¢;; is defined as f;;, and there
is f;; ~ min{f;, f;}. In order to reduce the complexity of the overall
model, at the same time eliminate the influence of different units of
bandwidth (gigabit per second or megabits per second), we replace f;
and f;; with the ratio of f; and f;; with the maximum transmission
capacity in the network:

F; :f[/max{fl""’fnv}’}:}j :f;//max{fla---yfn”}- 1)

Where n, is the number of nodes. It should be mentioned that if model
users need to compare and analyze the vulnerabilities of different net-
works, the denominator of Formula (1) is supposed to be the maximum
value of the transmission capacity of all nodes of all networks.

Optical fiber could be regarded as seamless welding of several
shorter fibers with the same length. When the length of the shorter fiber
is small enough, each position of the shorter fiber will have a close
geographical location, running condition, and damage efficiency. As
long as the damage efficiency of one position is calculated, the status of
others can be obtained directly. For simplifying the model, the midpoint
of the shorter fiber is selected as the representative, which is called
Virtual Point, and denoted as p;j Where i, j explain which link e;; the
virtual point belongs to and k expresses that this is the kth virtual point
of this link. The segmentation distance, i.e., the length of the shorter
fiber, is denoted as s. As the value of s decreases, the simulation error
of fiber cables will decrease, but the simulation error is bound to exist
objectively. We combined the network vulnerability metrics to discuss
the value range of s under the given error requirements in Section 4.

The properties of virtual points p;(j of the link e¢;; could be described
by the matrix as follows:

ol e FY
: O HE (2)
Xpo Ve i J @ F
The matrix has m rows and 6 columns. m is the number of virtual points
in link e;;, which is calculated as m = Int (/;;/s), where Int is a floor
rounding function, and /;; is the length of the link ¢;;. x}/, »// are the
coordinates of the virtual point p;’, and i, j are the index values of
nodes v;, v; in the set V. @, expresses the invulnerability of the link’s
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Fig. 1. Results of virtual points calculated by LSM on the example network. Network
is embedded on the Euclidean two-dimensional plane. The coordinates of each node
are: (1,3), (9,7), (10,2), (5,1). The length of the average line segment s is set as 0.5.

equipment. The invulnerability of the link is comprehensively affected
by multiple factors such as its laying method and protective materials.
In order to simplify the model, we have not discussed and analyzed
in depth, and only designed ¢, to represent the comprehensive per-
formance value of the link invulnerability. The way the same network
operator installs the optical cable and the protective materials used are
the same, so we also normalize the ¢, of all links, there is ¢, € [0, 1].
The smaller the value of ¢,, the worse the ability of the equipment to
resist damage.

F,ij indicates the transmitting capacity of the fiber at that location,
and its range is F,ij € [0, 1]. When fiber links suffer damage, F;j may
decrease. If F,i’ remains unchanged, indicating this position is undam-
aged and operating normally. If F,ij is reduced to 0, indicating this
position is completely damaged and cannot function. If F,ﬁj decreases
but does not reach 0, indicating this position is not completely damaged
but losing some functions, such as the bandwidth loss caused by a few
fibers broken in the cable.

Since the virtual point p;(j is the midpoint of each small segment, the
coordinate value of pZ can be calculated according to the above matrix
as follows:
2k —1

2m

2k—1 j
m a)’;j =y + ()’j _yi)
where (x;, ;) is the coordinate of one end of ¢;;, (x;, y;) is the coordinate
of the other end, and there is k = 1,2, ...,m.
For uniforming the calculation format, the 1 x 6 metric is presented
to describe the properties of the node v;:

xif =x;+ (xj —x,-)

, 3

(x; » i i @, F), “

where i is the index value of the node v;, and F; is the node’s transmit-
ting capacity, its range is F; € [0, 1]. ¢, expresses the invulnerability of
the node’s equipment. It is generally believed that nodes’ invulnerabil-
ity is stronger than optical fiber links in the fiber network, i.e., ¢, >
@e-

Fig. 1 illustrates the processing results of the LSM on the example
network. We simulated each link in the example network with LSM,
and s is the length of the line segment.

3.2. The damage-efficiency circle model

The damage-efficiency refers to the comprehensive judgment index
of the damage degree of the target under the natural disaster or attack.
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Damage-efficiency Circle Model

Fig. 2. The Damage-efficiency Circle Model. The bottom half of the graph is the
damage circle, and the top half is the variation of the two damage efficiency functions
with the damage radius.

Most studies generally judge the damage effectiveness of a single target
according to the probability of damage. Obviously, the optical cable is
not suitable as a single target to measure the damage degree. Firstly,
an optical cable generally contains 8 to 64 fibers, and each fiber works
independently. The damage degree of the fiber cable is closely related
to the number of damaged fibers. The probability damage model is
difficult to describe the loss of cable’s transmission capacity caused
by the damaged fibers. Secondly, the length of an cable is generally
more than 10 kilometers, and the length of the backbone optical cable
can even reach 200 kilometers. Such a large geographical span cannot
be used as a single target to be calculated in the damage probability
model. Therefore, we employ another definition of damage-efficiency:
the expected value of the loss of the target’s operational capability after
being damaged. This definition is mostly used for target individuals
or collections with complex internal structures and multiple operating
mechanisms. Therefore, the damage-efficiency in our model refers to
the expected value of the transmission capacity loss of the optical fiber
network after damaged.

The damage circle was always employed to simulate regional fail-
ures caused by earthquakes, hurricanes, weapons of mass destruction,
or electromagnetic pulse bombs [4,7,41,42]. These disasters or attacks’
destructive generally reach its peak at the epicenter and decrease as the
damage radius increases. Therefore, the damage efficiency should be a
decreasing function, and its independent variable is the damage posi-
tion’s distance to the damage circle center. The simulation calculation
of damage-efficiency is very complicated. We have followed the liter-
ature [4,11,43] to use the linear function and the probability density
function of Gaussian distribution function (hereinafter referred to as the
Gaussian distribution function) to simulate damage-efficiency. Different
from the traditional function value representing the probability of
damage, the function value calculated by our model represents the
expected value of the network transmission capacity reduction caused
by the attack. Since the network transmission capacity values have been
normalized in LSM, the writing formats of the model functions are the
same as the traditional functions.

The linear function is described as follows:

1-2.¢ g<r
D, (g) = r (5)
0 g>r

where r is the radius of damage circle, and « is the parameter to adjust
the damage degree at the circle edge. Its value range is a € [0, 1]. The
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larger the value of a, the more clearly the damage attenuation decreases
with the damage radius increasing. g is the distance from the node to
the damage circle center.

The probability density function of Gaussian distribution is de-
scribed as follows:

e_r%‘gz g<r
D, (g) = (6)
0 g>r

where r and g are denoted the same with Formula (5). w is also the
parameter to adjust the damage degree at circle edge, and there is
® > 0. Fig. 2 shows how D (g) changes with the position of the damage
circle. When the network equipment is damaged, the change in its
transmitting capacity is related to its suffered damage efficiency and
its equipment’s invulnerability. We assume that the equipment’s invul-
nerability could affect the actual damage efficiency of the equipment,
then the calculation formula of the damaged equipment’s transmission
capacity can be abstracted as follows.

F*=F-(l-¢,)-D(g,F, =F,—(1-¢,)-D(g,), @

where F*, F* are the transmitting capacity of nodes and virtual points
after failure, respectively. g, describes the distance from the virtual
point to the damage circle center. There is F* € [0, F] and F; € [0.F,].
F* < 0 or F* < 0 may occur in actual calculations, which means
that the node or link has suffered more than its transmission capacity.
However, the negative value of transmitting capacity is meaningless, so
the negative value will be adjusted to 0 in the program calculation.

3.3. The recoverability simulation model

Network recoverability is mainly affected by the difficulty of the
repairing process after the network is damaged. Network repair is
a complex process, including the repair of damaged entities (large
switches, program-controlled computers, optical cable bodies, and op-
tical cable connectors), as well as error correction, adjustment, or
resetting of optical network communication programs. Due to space
limitations, this article only considers the repair of damaged entities in
the network, and the network repair process is simplified to the repair
process of network nodes and edges. The simulation modeling of the
repair process needs to consider two aspects: the simulation modeling
of the repair entity and the simulation modeling of repair strategies.

3.3.1. Repair entity simulation

Repair entity simulation usually consists of five parts: the simulation
of the repair team’s original position, fault location speed, repair speed,
movement strategy, and movement speed [21,22,44].

The original location of repair teams is designed at the node’s loca-
tion. That is, at least one repair team is stationed at the location of each
backbone network node. The main consideration is that the location of
branches of the network operator is basically the same as the location
of the backbone node (computer room, tower station and other core
equipment), both in big cities with dense population and convenient
transportation. The operators’ location selection method can effectively
control their operating costs, and it also brings convenience to our
simulation modeling. The fault location speed refers to the speed at
which the maintenance worker operates the locator to measure the
damaged position of the optical cable.

Repair speed is divided into two categories: node repair speed
and link repair speed. Node repair generally refers to the repair of
damaged optical switches, and link repair generally refers to the fu-
sion of several optical fibers in the optical cable. The repair speed is
mainly affected by the number of repair personnel and equipment, the
technical proficiency of repair personnel, and repair resources.

Movement strategy and movement speed refer to the travel strategy
and average travel speed of the maintenance team’s vehicles. Since
the network is modeled on a two-dimensional plane, the maintenance
team’s movement strategy is simplified as this: starting from the node
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position, the target is the damaged part of the fiber connected to the
node, and the direction is to drive straight along with the optical
fiber. The symbol definition, calculation formula and value range of
fault location speed, node repair speed, link repair speed, and vehicle
moving speed will all be given in Section 4.

3.3.2. Repair strategy simulation of SRS

Repair strategy refers to a plan to sequentially repair multiple
network damaged elements based on existing maintenance resources.
Based on the Saturated Rescue Strategy, in the face of a large-scale
disaster in a certain area, the government will coordinate and mobilize
all local and surrounding resources to ensure the continuous and ad-
equate supply of maintenance personnel, maintenance equipment and
maintenance resources to support the disaster-affected area. The pur-
pose is to complete the emergency repair work of the communication
network at the fastest speed to ensure rescue communications and basic
communications of the people. Therefore, as maintenance personnel,
equipment and maintenance resources continue to be sufficient, the
average maintenance speed in SRS can be regarded as unchanged.
There are two differences between SRS and resource-constrained rescue
strategies. First, there are sufficient rescue personnel and equipment,
and the repair of multiple damaged links is carried out at the same
time, and there is no need to choose the best. The second is that the
average rescue speed remains the same and will not decrease over
time. Therefore, SRS allows model users to no longer need to input
additional repair resource-constrained data, and the model no longer
needs to perform additional optimization calculations, which improves
the application scope of the overall model. If it is necessary to simulate
resource-constrained conditions, SRS can also respond: model users
need to adjust the average repair speed of the specified link according
to the actual requirements (the repair speed of all links is the same by
default). According to Formula (2), since we set the index number of
the link for each virtual point, the model user can set the corresponding
judgment sentence according to the link number.

In SRS, repair resources are divided into Node-maintenance Vehicle
Groups (NVG) and Link-maintenance Vehicle Groups (LVG). There is
one NVG and w; LVG deployed at each node’s location, where w; is
the node connection degree of v;. Damaged nodes or damaged links
are only repaired by one NVG or one LVG. The LVG dispatch rules
are as follows: suppose link e,, is damaged, v, and v, are the nodes at
both ends of e|,, let /; be the longest distance from v, to the damaged
position on e,,, and /, is the longest distance from v, to the damaged
position. If there is /; > /,, LVG on v, will be dispatched to repair,
otherwise LVG on v; will be dispatched. Fig. 3 uses the simple network
in Fig. 1 as an example to explain the SRS scheduling rules. In Fig. 3(a),
there are two damage circles with different radius that cause damage to
the links e}, e,3, and e4. /; and I, are the distances from node v, and
v, to the farthest damaged location of e,, /3 and /, are the distances
from node v, and v; to the farthest damaged location of e,;, and /s
and /¢ are the distances from node v, and v, to the farthest damaged
location of e 4. There are I, > I,, I; > I3, ¢ > I5, therefore LVGs on
v, and v, were dispatched to repair e4, ¢, and e,;. NVG on v, was
dispatched to repair v,. In Fig. 3(b), there are I| > I,, I3 > I, Ig > Is,
I, > Ig, therefore LVGs on v,, v3, v, and NVG on v, were dispatched.

4. Modeling for network vulnerability analysis

This section details the design principles of the vulnerability anal-
ysis model: Damage Measurement and Location Model (DMLM), and
details the three new vulnerability analysis metrics. We also propose
the value ranges of significant parameters that affect the calculation
accuracy of DMLM under different metrics and perform analytical
proofs.
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4.1. The damage measurement and location model

Since DMLM needs to attack the network first, we designed the
Optimized Grid-partition-based Method (OGPM) which is a traversal
algorithm based on random points, to select candidate attack locations.
The grid-partition-based method is firstly proposed by Wang to accu-
rately locate the damage circle center [5]. It firstly employs a grid to
evenly partition the network plane Z into many square grid cells. The
grid’s diameter is denoted as d. Then randomly select a candidate point
b in each grid to form the candidate points set B. When d is small
enough, the difference between b and other positions in the grid can be
accepted within a specific error range. That is, b is the representation
of its grid. Traverse all candidate points as the damage center to attack
the network, and the candidate point that caused the worst failure is
the best attack position. Fig. 4(a) illustrates an example of the grid-
partition-based method. As the figure shows, the plane Z is required to
be the smallest rectangle covering the network, and its long side and
wide side are parallel to the x-axis and y-axis, respectively.

The original algorithm needs to traverse all candidate points in the
network plane, which leads to a large computation complexity. Because
of the sparse distribution of actual optical fibers, many traversals of
candidate points are in vain. To optimize the method, we exclude these
meaningless points by employing geometric calculations with three
rectangles O, C, R and their corresponding matrices.

4.1.1. The original rectangle

As shown in Fig. 4(a), the Original Rectangle O is generated firstly.
Four edges of O are respectively parallel to the edges of Z, and the
distance between each set of two paralleled edges is 2r. The increased
distance 2r is to ensure that all grids that may affect the network
are included. The lower left vertex of O coincides with the origin of
coordinates. Grid O by the grid with diameter d, and get the N x M
grids.

N =Int , M =Int

( Wthd+ 4r ) 8)

( Lth + 4r )

where Wth and Lth are the length of the long side and wide side of Z.
Randomly select a point in each grid and form two N X M matrices:
X and Y, which are matrices of x and y coordinates of these random
points, respectively. X and Y are denoted as the Original Matrix.

4.1.2. The cover rectangle

The geometric calculation method is illustrated in conjunction with
the example in Fig. 4(b). To link e,,, the Cover Rectangle C is generated
using the following rules. Its long side and wide side are parallel and
perpendicular to e|,, respectively. The length of the long side is /;, +2r
and the length of the wide side is 2r. The shortest distance from the four
sides of C to the edge e, is r. If now attacking link e;, with candidate
points as circle centers and r as radius, points that could damage e,
and its nodes v, v, will not fall outside C. Four vertexes’ coordinates
of C can be easily obtained by employing geometric calculation on v,
v,, which denoted as (x“l,yi), (xg,yg), (xg,yg), (xf‘,yf‘).

4.1.3. The range rectangle

The Range Rectangle R is shown in Fig. 4(b). The main function of R
is to reduce the matrix elements that need to be traversed when finding
candidate points inside the Cover Rectangle. The vertex coordinate
formulas of R are affected by the slope K of link e, and can be divided
into the following two cases:

R _  C R _ C R _  C R _ C

K>0 xl—xl X2—X3 X3—x3 x4—x1
k=) =) =) yR=)5, ©
R _ ,C R _ ,C R _ ,C R _ ,C

K <0 xl—x4 X2—X2 x3—x2 X4—X1
yR =5 yR =) =) yR =)
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LVGon /1 + LVGon /2
NVGon 71 O NVGon 12
Move direction of LVG on /1
--= Move direction of LVG on /3

o-o- Damaged fiber link
—» Repair work has started

--» Move direction of LVG on 2
--» Move direction of LVG on /4

@ Damaged fiber node
— Repair work has not started

(b)
+ LVGon/s + LVGon/Vs
& NVGon7s <> NVGon Vs

Fig. 3. Examples of SRS scheduling rules. The four-color cross and diamond respectively represent NVG and LVG at the four node positions. The red solid arrow indicates that
the NVG or LVG has started repair work, and the different colored dashed arrow indicates the moving direction of the LVG in different position.
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Fig. 4. (a) The grid-partitioned example network and its network plane Z and the Original Rectangle O. (b) The Cover Rectangle C and the Range Rectangle R of the example

network.

Two new matrices X', Y’ are denoted as the Range Matrix, which
can be calculated as follows:

X'=X(ay:ap,p:B).Y =Y (a) t a8t B). (10)

where a; = Int (xf/d), @y = Int (xR/d) +1, p; = Int (y}/d), p, =
Int (yR/d) + 1. (a; : @, : f,) means all elements within rows «; to
a, and columns f; to B, of the matrix. Thus, the Cover Matrix X", Y"
can be calculated as follows:

[X”,Y"] = Inrectangle ([X',Y'] .C), an

where the function Inrectangle is to find the points located within the
given rectangle. X”, Y contain the coordinates x, y of all candidate
points that may damage e;,. It should be noted that there are still a
small number of candidate points nearby the four vertexes’ positions of
C, which cannot damage e,,. Considering the computational complex-
ity, we have not excluded these points. The candidate points set of the
edge e, is obtained by combining elements at the same position in X"’
and Y"'. Traverse each edge to obtain its corresponding candidate point
sets, summarize these sets and delete the duplicate points, then get
the final candidate points set B. The pseudo-code of the optimization
algorithm is shown in Algorithm 1. Since the algorithms in our paper
involve large-scale matrix operations, the pseudo-codes given are all
based on MATLAB.

Algorithm 1 greatly reduces the number of candidate points that
need to be traversed. It is independent of other algorithms in DMLM
and only needs to be called once initially, thereby greatly improv-
ing DMLM’s operating efficiency. Algorithm 2 describes the calling
sequence of algorithms and models in DMLM. In the algorithm, b, is

Algorithm 1 The OGPM Algorithm

Input: the topology of network G(V, E), the radius of damage circle r,
the grid’s diameter d;
Output: the candidate points set B;
1: B« @;
2: Calculate W'th, Lth of rectangle Z;
: Generate X, Y according to Formula (8);
: for each link ¢;; € E do
Calculate Four vertex coordinates of rectangle C;
Calculate Four vertex coordinates of rectangle R according
Formula (9);
Generate X', Y’ according Formula (10);
Generate X", Y"" according Formula (11);
9: Combine X", Y” and get B;;
10: Delete BN B; in B;;
11: B« B,UB;
12: end for
13: return B

the candidate point calculated by Algorithm 1, and there is 5, € B. 4
is the metric value of the network performance after attacking network
on the position of b,. 4* is the metic value of the repair result.

4.2. The Remain Transmitting Capacity Ratio

The RCTR is mainly used for comparison with the newly designed
two vulnerability analysis indicators based on network recoverability.
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Algorithm 2 The DMLM Algorithm

Input: G(V,E), r, the damage efficiency function D, the grid’s di-
ameter d, the segmentation distance s, the metric 4, the repair
parameters

Output: the sorted candidate points set B*

: Call Algorithm 1, get B;

: for each b, € B do
Find v;, ¢;; touched by b, as the center and r as the radius;
Call the LSM on these e;, get virtual nodes p with the

segmentation distance s;

Call the DECM on these v; and p”, get their damage degree: 4,;

6: Start the repair process with the SRS on the damaged v; and p”,
get 4; based on 4;;

7: end for

: Combine B with corresponding 4%, get B*;

9: Sort B* in descending or ascending order according to 4y;

10: return B*

o)

The design of RCTR imitates the metrics: the Remaining Link Capac-
ity [5] and the Total Remaining Link Capacity [11]. Both metrics
describe the remaining transmission capacity of links after damage.
RTCR is a statistical metric that measures the damage degree to net-
work equipment after the geographical failure. It records the ratio
between the transmitting capacity F of all equipment after a disaster
or attack and the initial transmitting capacity. RCTR calculation does
not need to start the repair process. Considering the difference in the
equipment’s invulnerability of nodes and links, we separately calculate
the loss ratio of the two.

4.2.1. The linear function with RCTR
We firstly discuss the linear function. According to Formula (7), the
calculating equation for the node’s RCTR is proposed as follows.

e (F-(1-9,) D))
T4
where g; is the distance of v; to the damage circle center, and n, is

the number of nodes. Substituting Formula (5) into the above formula,
thereby it can be transformed as follows:

(X" F —ng) + o, ng+a(l-o,) X &/r
Ynode = an, F, ’
where n, is the number of damaged nodes. The following theorem

expresses how to select a proper grid diameter d to satisfy the (1 —¢,)-
approximation to the node’s RCTR.

, (12)

Ynode =

13)

Theorem 1. The grid partition-based method based on the linear function
induces the (1 — £, )-approximation to the node’s RCTR if the grid diameter
d satisfies the following condition:

d< T8 % . (14)

\/Ea(l—el) (1—(pu)

Proof. The relative position of the node v, and a grid square z, is
shown in Fig. 5. To meet the (1 —el)—approximation requirements
of the metric results in Theorem 1, the metric results ratio of any
two candidate points b,, b, in the same grid z; must meet the error
requirements as follows:

b)) Ynode(by)

min{w,m}zl_gl, as)
}'node(by) ynade(bx)

Assuming that y,,,,, takes the minimum and maximum values at b, and

b, respectively, then there is

{ ynade(bx) ynode(by) } 7,;,de(bx)
n , > >
ynode(by) ynade(bx) Y (by)

node

1—¢. ae)
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Fig. 5. Examples of changes in candidate points’ position and virtual points’ position.

Put Formula (13) into (16), there is
r(X F=ng)+ng-r-g,+a(l-9,) X" g

n, Ty >1-¢, a7
"(Zi E—”d)+"d"'(l’u+a(1—(ﬂv)z,- &;

where g, gl.y express the distance of v; to b, b,. As shown in Fig. 5,
no matter how the relative position of v; and z; change, there is g <

g+ \/Ed . Without loss of generality, there is
F(EE=ng) +ngorooota(l-g) X g
r(XF=ng)+ng-r-o,+a(l-e,) X" (g,~*+\/§d)
Sort out the formula, there is
e @y rongta-e (1-@,) X g +e-r (X" F—ny)
Vaan, (1-€) (1-0,) '

Because g > 0 there is Zfd g’ > 0. The equal sign is established when
n, =1 and b, coincide with v;. When the fiber backbone network meets
any two of the following conditions, there is n; < Zf‘ F..

>1-¢;. (18)

d<

19

Condition (i): the transmission capacity of each device in the optical
fiber network is similar. Most of the actual operating fiber backbone
networks meet this condition. In a normally operating fiber back-
bone network, similar transmission capabilities between devices are
a necessary condition to avoid network congestion. The service flow
transmitted in the network can be dynamically adjusted according to
the needs of users, but the fiber backbone network as the support
network does not allow an excessive gap in transmission capacity. In
ideal conditions, there is VF; ~ 1. Thus, ZI'.'” F;, ~ n, > ny.

Condition (ii): the damage coverage (the damage circle area) is
much smaller than the coverage of the fiber backbone network on
the two-dimensional plane. This condition ensures that the number of
damaged devices on the network is much smaller than the number of
all devices on the network. Since the coverage of the fiber backbone
network is much larger than the effective impact range of common
disasters, most damage scenarios meet Condition (ii). Thus, n, >
X E 2 ny.

When the fiber backbone network meets Condition (i) or (ii), there
is n; < Y F;. Without loss of generality, there is ¥ g* = 0, then
condition (14) can be deduced.

Besides, a special case needs to be discussed: the marginal grid. As
shown in Fig. 5, in the marginal grid, the distance from some positions
to a node is larger than r, and the distance from the remaining positions
to the node is less than or equal to r. Since the number of marginal grids
is small and in the worst position, their influence on the calculation
of the optimal solution is very limited. Therefore, this paper does not
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consider the special case of the marginal grid when discussing the value
range of d and s.

For the link’s RCTR, F of the entire link can be obtained by
accumulating F of the sub-line segments, and F of the sub-line segment
can be obtained by integrating F of the virtual point with the length s.
Thereby, the formula is proposed as follows:

e . S (pd q
Zq:l Yl Jo (F{ = (1-2,)-D(g}))
ne m S q
Zq:l 2l b F
where ¢ is the index value of link sort, n, is the number of links, m,
is the number gth link’s line segments, and k is the index value of line

segment sort. We sort out the formula and calculate the integral, then
there is

, (20)

Yiink =

o (Fe=(1-9,) D (g)) s

Zli\ivl Fi-s
IS (- (-9.) - D(g)
T B
where M, is the number of all virtual points. Obviously, Formula (21)

is very similar to Formula (12). Thus, we propose Lemma 1 to select a
proper d to satisfy the (1 — ¢, )-approximation to the link’s RCTR.

Yiink =

, 21

Lemma 1. The grid partition-based method based on the linear function
induces the (1 — e)-approximation to the link’s RCTR if d satisfies the
following condition:

r-& e,

d < .
Vaa(i-e) (1-9,)

(22)

Proof. The proof process is consistent with the node’s RCTR.

In the following formula, we perform weighted calculations on y,,,4.
and yj;,, to obtain the y of the whole network,

Y= A Ynode T (1 - A) *Vink» (23)

where A € [0, 1], and it is adjusted based on the relative importance
of nodes and links in the network. Because ¢, > ¢,, Formula (22) is
employed to determine the value range of d.

Since we employed a large number of line segments to approximate
the simulation results of links, it needs to properly select the segmenta-
tion distance s to satisfy the (1 — ¢,)-approximation to the link’s RCTR.
Theorem 2 defines the suitable range of s.

Theorem 2. The Link Segmentation Model based on the linear function
induces the (1 - &,)-approximation to the link’s RCTR if s satisfies the
following condition:

2:r-6-9,

a(l-e) (1-9.) 0

s <

Proof. as Fig. 5 shows, we assume the candidate point locates at b,.
Because the virtual point p, is the midpoint of the line segment, the
distance between b, and p, is g;. Assume there is a random point g
near p, in the same segment, its distance to b, is gZ. To meet the
(1 - 52)—appr0ximation requirement in Theorem 2, the metric results
ratio must meet the error requirements as follows:

A ViP5 5 P Viink(Gs -5 Gx)
min ) >1—-¢,.
Viink @1 -+ s Q) Viink(P1s -+ s Py)

(25)

Assume there is Zﬁ”l g = Zﬁ”] g}, M, is the number of virtual points.
Formula (25) is transformed as follows:

M, M,
’(Z,- v Fi_Md)+Md 'r’¢e+a(l_(pe)zk=dlgz

e M
r(zi “E—Md)+Md~r~(pe+a(1—(p3)2k=dlg£

>1—¢,. (26)
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As shown in Fig. 5, there is g} < g + s/2. Substitute their relationship
into the calculation, then there is

M, M,
2£2~(pe-r-Md+2aA£2(1—(ﬂe)'Zk=d1g,z+262~r<zi ”Fi—Md)

$= aM, (1—e2) (1 —o0)

27)

When the fiber backbone network meets Condition (i) or Condition (ii),
there is Z,M” F, > M, and because of ny:”l g, > 0, condition (24) is
deduced. Similarly, when ZkM:”1 g < sz:”1 g;» condition (24) also holds.

It should be noted that in actual calculations, if the r is large, the
calculated s may also be large. However, we recommend that s does not
exceed 2 kilometers. The reason is that the current production length
of optical cables is generally 1 ~ 2 kilometers, that is, every 1 ~ 2
kilometers requires an adapter box to splice two sections of fiber cable.
The junction is more vulnerable to damage, so setting the s to be less
than 2 kilometers has practical significance for the reliability analysis
of the optical cable. Model users can also set the value of s according
to the requirements of damage simulation in the experiment or the
decision-making content resulted from the vulnerability analysis.

4.2.2. The Gaussian distribution function with RCTR
We first discuss the Gaussian distribution function with the node’s
RCTR.

Theorem 3. The grid partition-based method based on the Gaussian distri-
bution function induces the (1 — &, )-approximation to the node’s RCTR if
the grid diameter d satisfies the following condition:

1
d< -3 <1+&>. (28)
V2w l—€ -9,

Proof. Substituting Formula (6) into Formula (15) gives:
@ oxy\2
E_—(1-e, ’.'de_riz(g")
Z; i ( 1/) Z/ o >1- €1, (29)
SUF-(1-g,) X e 2

According to Fig. 5, there is giy < g+ \/Ed. Thus Formula (29) is
transformed as follows:

W x\2 20 2 Z\ﬁw x
_o _L2 - d-
s <1—(1—61)€ 2 ee 7 g1>+-~-

s s F (30)
_®@ox V2 _20 2 _2V20, x £ U F,
te rz(g”d) l—(1—£1)€ r2d e 2 d!l,,d < 1 L 1.
1-9,

RV .
Because Ve 2 i € (0,1), it can be derived from Formula (30):
A0y 20,2 e YV F
ze 2 (&) <1—(1—£1)e ,2d>SL. 31
i 1-o,

Sorting Formula (31), and the natural logarithm is taken on both sides
of the inequality to obtain:
2 e YV F,
@ <-inf L - DI/ (32)
0] — €& (1_5])(1_(Pu)2?d e*ﬁ(g,»)

_ @ X2
There is }/¢ ¢ 72 @ < ng. When fiber backbone meets the two above
_ @ x)2
conditions, there is ¥ ¢” 2 @ < ng < Y F,. Adjust the formula and
sqrt the inequality to get condition (28).
We then give the Gaussian distribution function with the edge’s
RCTR.

Lemma 2. The grid partition-based method based on the Gaussian distribu-
tion function induces the (1 — €, )-approximation to the edge’s RCTR if the
grid diameter d satisfies the following condition:

1
d<—"1n3 <1+&>. (33)

= Vom = -0,
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Proof. According to Formula (21), in the ideal condition, the trans-
mission capacity of each link is the same, the proof process would be
consistent with the node’s RCTR. The calculation method of network’s
y is the same as Formula (23), and will not be repeated.

It also needs to properly select the segmentation distance s based on
the Gaussian distribution function to satisfy the (1 — ¢,)-approximation,
Theorem 4 defines the suitable range of s.

Theorem 4. The Link Segmentation Model based on the linear function
induces the (1 — e,)-approximation to the link’s RCTR if s satisfies the
following condition:

ro. 1 3
SS—IHZ 2(pe

o)
\/5 1_82_(pe '

Proof. According to Formula (25), we assume there is Zlfi’l gﬁ
221”1 gZ. According to Fig. 5, there is gf <
Formula (6) into Formula (25) gives:

(34)

g + s/2. Substituting

M, My —%@@)?
Zi Fi_(l_(pe)zide 2k (35)

2 1 =&,
M, My =% (gl+s/27

Zi bFi_(l—(Pe)Z,' 4o 2 8k s/
where M, is the number of virtual points, and M, is the number of
damaged virtual nodes. Sorting the above formula and obtain:

My M,
_w A _o 2 £ A 2
Ze 2 (&) <1 —(1-¢&ye w2 > < L

= e

Arranging the inequality and taking the limit, condition (34) could be
deduced. Similarly, when Z,’(\i’l gZ < 224:‘1 gZ, condition (34) also holds.

It should be pointed out that in some special experimental scenarios,
the optical fiber network may not meet the above Condition(i)(ii). Such
as the process of upgrading and updating network equipment, there
may be an excessive gap in the transmission capabilities of the back-
bone network. Or when experimenters conduct extreme damage tests
on the optical fiber network (the damage circle covers almost the entire
optical fiber network). We recommend dividing networks with too large
gaps into different sub-networks for vulnerability analysis. Otherwise,
high-risk areas in the network will be concentrated near facilities with
higher transmission capacity, which will affect the accuracy of the
vulnerability analysis results.

4.3. The Maximum Repair Time (MRT)

The network repair time is mainly affected by the various param-
eters of the repair entity, the repair strategy and the geographical
distribution of network elements. We combine DMLM and SRS to
give calculation formulas for node and link repair time. The following
formula describes the node repair time.

1= (1-9,) D(g)/u,

where ! is the repair time of v;, and pu, is the node repair velocity,
which indicates how much transmitting capacity is repaired per unit
time. There are many types of damage to the nodes of the optical fiber
network. The most common occurrence is the bending or desoldering
of the optical switch motherboard under physical impact. For this type
of damage, a single skilled worker can complete the repair of a single
machine in 30-40 min. The specific value of 4, is determined according
to the number of optical switches and the number of workers in the
computer room, and we will give it in detail in Section 5 in conjunction
with the experiment.
The link repair time is proposed as follows:

37)

M,
v (1=9,.) - D(g) Llath L
Hs Hi Hi

e __ -_—
tij - trepair + ttrauel + tlocate -

, (38)
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where t is the repair time of e;;. It consists of three parts: the damage
repair time ,,,,,, the LVG traveling time #,,,,,,, the fault location time
tocater T tyopqirs My is the number of damaged virtual points, and y; in-
dicates how much transmitting capacity of the line segment is repaired
per unit time. The line segment’s length s is inversely proportional to
the repair transmitting capacity per unit time on the line segment. Thus,
there is u; = p,/s, where y, indicates how much transmitting capacity
of the link with unit distance is repaired per unit time. Common fiber
damage is bending, disconnection or poor contact in the connector
box. The repair method is fiber splicing or splice replacement. A single
skilled worker can splice a completely broken fiber in 3 min. The
specific value of y, is determined according to the number of fibers in
the optical cable and the number of workers. In t,,,,,;, /; is the length
of the damaged part in the link, /, is the distance from the LVG to the
nearest damaged position from the node, and y, is the vehicle speed.
In #},.4e> #; indicates the length of the damaged link can be located per
unit time. Using the optical time-domain reflectmeter (OTDR) to locate
a single fault point with an accuracy of 10 meters takes 6 min. The
values of u,, p,, and y; will also be specifically given in Section 5 in
conjunction with the experiment. The MRT T is proposed as follows:

N 0 P ,tf/.} .
In the following theorems, we express the way to select a proper grid
d to satisfy the (1 — ¢, )-approximation to the node and link’s MRT.

T = max {t‘f . (39

4.3.1. The linear function with MRT
We first discuss the node’s MRT based on the linear function.

Theorem 5. The grid partition-based method induces the
(1 — &, )-approximation to the node’s MRT if d satisfies the following
condition:

dsgl-w(l—a)/\/za. (40)
Proof. Similar to the above proof process, according to Formula (37),
the ratio of metric results of any two candidate points b,, b, in the same
grid z; must meet the error requirements as follows:

r—a-g?’

>l-¢,. (41

r—a-g’
Because there is giy <g'+ \/Ed, then Formula (41) can be transformed
asd < (e -r—a-¢ -g')/V2a. Because g* < r, and without loss of
generality, condition (40) holds. We then discuss the edge’s MRT based
on the linear function.

Lemma 3. The grid partition-based method induces the
(1-¢,)-approximation to the edge’s MRT, if d satisfies the following
condition:

d < min{rel(l —a)/\/Ea,r\/el(l —61)}.

(42)

Proof. Since tfj is composed of three parts, each part needs to induce
the value range of d separately. For t,,.,,,,, its proof is similar with the
proof of Formula (40). Substituting the first part of Formula (38) into

the ratio of metric results of any two candidate points b,, b, and obtain:

(43)

Because g,.y <g'+ \/Ed, Formula (43) could be arranged as follows:
reg (Md - g ZMd g,x>

d<
V2aM,

Since ZM” g <rMy, the left part of condition (42) can be deduced. For
t the distance between the grid and the link will seriously affect

(44)

travel>
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Fig. 6. Example of calculation of link’s MRT.

the value range of d. In general, the closer the grid is to the link, the
greater the maximum value of d that can be obtained. We only discuss
the case which » moves in the vertical direction of the link. As shown
in Fig. 6, /] and !, are the new /, and /, formed after the damage circle
moves vertically. The error approximation method can be designed as
follows:

(41) Ju (l,+ld—\/rz—x2+\/r2—(x+\/§d>2)/y,
t 1 d 4

= >1-¢.
(l+1a) /1y (L +14) /y

(45)

Sort out (45) and get

d< VTE-(\/rZ—(\/m_el (l,+ld))2—x> xe [o,r—\/id].

(46)

We assume that r =5, ¢, =0.1. If x =0, [, +/, = 11, there is d < 2.21,
and if x = r - \/Ed, I;+1, =1, there is d <7x107*. d differs greatly
under different conditions of x and /; + /,, which leads to the inability
to induces the (1 — & )-approximation to f,,,,,, as well as 1;,.,,. But it
should be noted that when the candidate point b is in a more effective
attack position, i.e. when x — 0 and /; — 2r, there is d < ry/e,;(1 —¢)).
In the same way, d of t,,.,,. can also be calculated by this method,
as d < ry/e[(1 —£;/2). Due to \/e/(1 — &) < \/e;(1 —¢,/2), therefore,
condition (42) can be deduced.

Theorem 6. The Link Segmentation Model based on the linear function
induces the (1 - &,)-approximation to the link’s MRT if s satisfies the
following condition:

s <2rey(1 —a)/a (47)

Proof. The metric results ratio must meet the error requirements as
follows:

(I-w,) (Md —a/rsz:l gZ) [us+ (lt +ld) [he+1q/ 1y
1 -9, (Md —a/’Z,]::dl gi)/#: (1) Ju+ 1

where M, is the number of damaged virtual points. There are g/ <
g +s/2 and S M oP < M, - r, then (48) is sorted out as follows:

=18k =
l
+—d>.
Hy

5 < 2re, (1 —a) 2renp, <l,+ld
- a saM (1 - @,) My

Because there are /, > 0 and /; > M, - s, when /, and /, obtain the

minimum value, condition (47) holds.

(48)

21—527

(49)
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4.3.2. The Gaussian distribution function with MRT
We first discuss the node’s MRT based on the Gaussian distribution
function.

Theorem 7. The grid partition-based method based on the Gaussian dis-
tribution function induces the (1 — &, )-approximation to the node’s MRT if
the grid diameter d satisfies the following condition:

).

Proof. We directly give the arranged inequality: e
V2dg

d<

(50)

r 1 1
In2 (
V2w 1-¢
—%(2d2+2\/§dgl?‘) S

1 — €,. Because there is oAV <1, and take the natural logarithm
on both sides of the inequality to get d> < —r?/2wlIn (1 —¢,). Condi-
tion (50) can be deduced after sqrting the inequality. We then discuss
the edge’s MRT based on the Gaussian distribution function.

Lemma 4. The grid partition-based method based on the Gaussian distribu-
tion function induces the (1 — ,)-approximation to the edge’s MRT if the
grid diameter d satisfies the following condition:

dSmin{\/r_ <1+£1>,r\/61(1—61)}.

2w

ol—

In2 (51)

Proof. Similar to the proof of Formula (35), the arranged inequality is
as follows:
M o S V2a?

>1—¢, (52)

_ D (X2
ZMde 20

where M, is the number of damaged virtual points. Formula (52) could
be sorted out as follows:

My
_W (gx\2 _@dz
Ze 2 (&) <e 2

_ @ ,x)2
Due to ZMd e 2 &) > 0, the left part of condition (51) can be deduced.
The proof of the right part of condition (51) is completely same with
Formula (45).

—1+s|)20. (53)

Theorem 8. The Link Segmentation Model based on the Gaussian distri-
bution function induces the (1 — &, )-approximation to the link’s MRT if s
satisfies the following condition:

1
ssllnf 1 .
Vo l-&

Proof. The metric results ratio must meet the error requirements as
follows:

_ﬂ(,‘l)z
A=) XM T2 fu ot (1 +14) [+ 1/ 1y
M; —%@E? =
A=) X" e 2 fug+ (L +1g) 1+ 14/ 1y

There are g/ < g7 +5/2, and let L = (I, +1,) /u, + 1,/ n;, the inequality
can be arranged as:

(54)

—&. (55)

2 Le
32§—4Lln l—g— 2Hs
®

(56)

(1-¢)¥ e—:%(gf)z
-5 Ep? is §2 < _ 4

Due to Leyu /(1 — @) X e r > 0, there is s> < === In(l - &;). Sqrt
the inequality, and condition (54) can be deduced.

4.4. The Continuous Performance Degradation (CPD)
Network recovery is a gradual process. The degradation of network

performance, such as the loss of link bandwidth, is not recovered
immediately at a certain moment, but continues and gradually reduces
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over a while. CPD describes the cumulative value of the network
performance degradation during the repair process, which is generated
by the combination of the repair time of the damaged equipment and
the network performance metric. The result of the damaged network’s
CPD is denoted as Loss. Most network performance metrics can be
embedded in CPD, such as the average shortest path, the size of the
giant component, the natural connectivity [45], etc. We employ the
Average Shortest Path (ASP) of the network as the network perfor-
mance metric in this paper. Because the ASP is calculated based on
the network topology graph, the calculation function of ASP is denoted
as ASP(G), and its result is denoted as P,,. P,, is the average of the
minimum number of hop count between any two nodes. P,, becomes
larger when the network suffers damage. If the network collapses into
multiple disconnected parts, there is P, = oo. This is inconsistent
with the actual situation because many countries can deploy enough
microwave communication vehicles or satellite communication vehi-
cles in damaged areas in a short time to temporarily maintain basic
communication [6,13,14]. However, no matter what kind of emergency
communication vehicle, its transmission delay is far greater than the
intact optical cable. Therefore, if a link is damaged and makes P,;, = oo,
we set the hop count of the two nodes of the damaged link as Num,
where Num is the number of network nodes. If a node is damaged, its
count hops to its neighbors are all Num.

To calculate the network’s CPD, we employ a matrix H to record
the index values of damaged nodes or edges and their repair time:

ioi

Hyys = : (57)
ijor
Matrix H is arranged in positive order according to the repair time
in the third column. Since the first two columns of matrix H are
the index values of damaged nodes or edges, so G(H (1 : n,1 : 2))
could describe the damaged network topology graph. The perfor-
mance degradation value when the network is just damaged is loss, =
ASP(G(H (1 :n,1:2)))—ASP(G). The pseudo-code of CPD algorithm
is described in Algorithm 3.

Algorithm 3 The CPD Algorithm

Input: G(V, E), H,,3, function ASP
Output: the damaged network’s CPD Loss
1: Loss < 0,t < 0, ASP) < ASP(G),

2: fori=1to ndo

3 Loss « Loss+(ASP(G(H( : n,1 : 2))-ASP)X(H(,3)—1);
4: t < H(i,3);
5
6

: end for
. return Loss

Because the CPD employs the repair time of nodes and links in its
algorithm, the value ranges of d and s to satisfy the approximation of
the CPD are the same with the MRT.

5. Numerical results
5.1. Model validity analysis

According to the above three metrics, combined with the example
topology in Fig. 1, we tested the effectiveness of the LSM, DECM and
DMLM. The transmission capacity of each network device has been
shown in Fig. 1. Although there is a certain gap in the transmission
capacity of each device, we set r = 1 to enable the example network
to meet the Condition (ii). In the case of determining the damage
scenario (r, a and w), transmission capacity (F and F,,), equipment
invulnerability (¢, and ¢,) and repair conditions (u,, 4., p;, p;), the
metrics’ corresponding results are calculated by adjusting the value of
e, and &,. We repeat the entire DMLM calculation process 100 times
and calculate the average value and the standard deviation of the ratios
between the calculated results and the optimal solution. The optimal
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Table 1

The common parameter values in the DMLM in model validity analysis.
roo a o, @ u, A/ p, (I/h-km™) oy (km/h) gy (km/h)
1 2 06 03 01 05 0.2 30 1

solution of RCTR and MRT can be obtained through geometric analysis
and integral calculation, which are denoted as y* and T*, respectively.

For the y* of RCTR, because the sample network only has 4 nodes,
the impact of damage on y,,,, is much greater than y;,.. Therefore,
even if we set A = 0.5, the calculated optimal attack position was
still very close to node v,. For the linear function, the best position
is on (1, 3). For the Gaussian distribution function, there are two best
positions: one is (1,3), the other is near (1.1,3). We take (1.1,3) as
the attack position and the integral result is y = 0.873026, and the
result of (1,3) is y = 0.873021. The difference in the result exceeds
the calculation accuracy of the model. Due to factual errors in the link
simulation calculation, and the length of the damaged link when the
attack position is at (1.1,3) is greater than the others. Therefore, the
best attack position calculated by the algorithm is near (1.1, 3).

For the T* of MRT, since the edge’s repair time is much longer
than the node, for the two types of damage function, the optimal
attack position should be at the midpoint of the longest edge e;,. The
coordinates are (5, 5).

For CPD, The optimal solution is denoted as Loss*. Although it is
a simulation metric, it can still analyze and solve the optimal solution
position in the simple example network. For the two types of damage
functions, the best attack position will be at the position of the distance
r from the node v, on the bisector of the angle between ¢, and e;,. The
coordinates are (2, 3).

Table 1 shows the constant parameter values in experiments. The
invulnerability of network equipment is designed based on literature [1,
14]. The network repair parameters are set based on literature [6,13,14,
46], the fiber repair speed of skilled workers using fiber fusion splicer,
and the fault positioning speed of skilled workers using OTDR. We as-
sumed there are 1 skilled worker in the NVG, 10 skilled workers in the
LVG, 4 fiber switches in each engine room and 8 fibers in each optical
cable. Combining the basic data of each parameter given in Section 4,
the values in Table 1 can be calculated. Table 2 (linear function) and
Table 3 (Gaussian distribution function) show the average (the left
column of the table cell) and standard deviation (the right column)
of the ratio between the calculated results and the optimal solution
of each metric under different values of ¢, and ¢,. Fig. 7 shows the
specific location coordinates of the optimal solution for each metric and
representative calculation results with &, = 0.05 and £, = 0.05 ~ 0.2.

Combining the analysis of the results in Tables 2, 3 and Fig. 7, it can
be seen that the calculation accuracy of RCTR and MRT has reached a
very high standard. Due to CPD is a simulation metric, its calculation
accuracy is lower than the former, but under different requirements
of ¢, the position of the optimal solution is also accurately found.
Therefore, we believe that our simulation model and the DMLM are
effective under different indicators and smaller values of ¢, and «,.

5.2. Model sensitivity analysis

We use the topological and spatial data of the French optical fiber
network to test the sensitivity of DMLM. The French backbone network
has 88 nodes and 93 links, and its network deployment plane is set as
a rectangle with a width of 580.83 km and length 1032.21 km. The
network topology data comes from the website: the Internet Topology
Zoo [47]. Values of equipment invulnerability (¢, and ¢,) and repair
conditions (u,,, 4., 4, #;) are same with the above experiments. Consid-
ering the calculation speed and accuracy of the results, we set £, = 0.1
and ¢, = 0.1. The data source website did not give the specific type
and bandwidth of the optical cable, and the official website of this
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Table 2
Results of model validity analysis based on the linear function. The left column of each table cell is the average of the ratio of 100 calculation
results to the optimal result, and the right column is the standard deviation.

Optimal solution £ &
0.05 0.1 0.15 0.2
0.05 0.9996 6.1e—05 0.9994 7.4e—05 0.9991 1.1e-05 0.9990 2.9e—05
RTCR 7°=0.8682 0.1 0.9994 1.6e—-04 0.9992 1.9e-04 0.9990 1.3e-04 0.9992 5.3e—04
0.15 0.9992 2.4e—-04 0.9990 2.5e-04 0.9988 1.9e-04 0.9989 5.3e-04
0.2 0.9990 3.3e-04 0.9988 2.9e-04 0.9987 2.8e—04 0.9986 5.0e—04
0.05 0.9992 8.5e—05 0.9952 5.1e-05 0.9913 3.5e-05 0.9881 2.1e-04
MRT T*=8.4823 0.1 0.9990 1.8e-04 0.9951 1.2e-04 0.9911 1.6e—-04 0.9877 3.2e-04
0.15 0.9988 3.3e-04 0.9949 2.5e—04 0.9909 3.0e-04 0.9874 4.86e—04
0.2 0.9986 4.8e-04 0.9947 3.5e-04 0.9908 3.6e—04 0.9871 5.6e—04
0.05 0.9049 1.5e-03 0.9120 1.8e-03 0.9191 1.9e-03 0.9248 2.2e—03
CPD Loss*=6.877 0.1 0.9078 2.6e—03 0.9160 3.8e-03 0.9243 4.1e-03 0.9313 5.4e—03
O3S =0 0.15 0.9094 2.7e-03 0.9185 4.3e-03 0.9277 5.8e—03 0.9359 7.7e-03
0.2 0.9131 5.1e-03 0.9219 5.8e-03 0.9323 7.4e—03 0.9417 8.8e—03

Table 3
Results of model validity analysis based on the Gaussian distribution function. The left column of each table cell is the average of the ratio of
100 calculation results to the optimal result, and the right column is the standard deviation.

Optimal solution £ £
0.05 0.1 0.15 0.2
0.05 0.9994 1.0e-04 0.9984 1.0e-04 0.9991 8.3e—05 0.9980 8.3e-05
RTCR 7*=0.8730 0.1 0.9995 1.5e-04 0.9986 1.5e-04 0.9991 1.1e-04 0.9987 9.1e-04
0.15 0.9995 1.5e-04 0.9986 1.9e-04 0.9992 1.7e-04 0.9990 1.1e-03
0.2 0.9996 2.2e-04 0.9988 3.3e-04 0.9993 2.6e—04 0.9995 1.2¢-03
0.05 0.9767 6.0e—04 0.9643 5.5e—04 0.9917 3.2e-02 0.9347 7.4e-04
MRT 74290377 0.1 0.9761 1.1e-03 0.9637 8.9e—04 0.9662 3.7e-02 0.9341 1.1e-03
0.15 0.9757 1.6e-03 0.9635 1.1e-03 0.9591 3.3e-02 0.9334 1.2e-03
0.2 0.9750 1.8e-03 0.9630 1.5e-03 0.9550 3.1e-02 0.9332 1.6e-03
0.05 0.9179 1.3e-02 0.9343 1.4e-02 0.9443 1.9e-02 0.9625 2.0e~02
CPD Loss=8.0313 0.1 0.9307 1.8e-02 0.9490 1.9e-02 0.9667 2.9e-02 0.9752 2.8e-02
0887 =S 0.15 0.9362 2.2e-02 0.9708 3.1e-02 0.9913 3.5e-02 0.9989 4.1e-02
0.2 0.9474 2.4e-02 0.9726 3.2e-02 0.9979 3.7e-02 0.9990 4.2e-02
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Fig. 7. Contrast between the locations of partial calculation results and locations of optimal solutions in model validity analysis. In all images, ¢, = 0.05, and the calculation results
of four different values of &, are marked by four-color rice symbols. The red hollow circle is the position of the optimal solution. (a)(c)(e) show the results’ positions of the three
metrics under the linear function. (b)(d)(f) show the results’ positions of the three metrics under the Gaussian distribution function.
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Fig. 8. Model sensitivity analysis results based on the linear function.(a) Optimal results of RCTR changes with damage parameters r and a. (b) Optimal results of MRT changes
with damage parameters r and a. (c) Optimal results of CPD changes with damage parameters r and a.
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Fig. 9. Model sensitivity analysis results based on the Gaussian distribution function.(a) Optimal results of RCTR changes with damage parameters r and . (b) Optimal results of
MRT changes with damage parameters r and . (c) Optimal results of CPD changes with damage parameters r and w.

optical network operator did not give specific information. Based on
the background that the production and operation time of the fiber
network is relatively concentrated, we judge that the technical level
of the equipment used in the network is not much different. According
to the basic principles of fiber network design, we set VF =VF, = | in
an ideal situation.

This module is divided into two parts according to the two damage-
efficiency functions. The first part tests the sensitivity of DMLM to
important damage parameters r and a based on the linear function. We
set the value range of the damage radius r to be 1 ~ 50 km, and the
damage efficiency a to be 0.1 ~ 0.9, to test the changes of the extreme
values of the three vulnerability metrics under actual fiber network
background. The second part tests the sensitivity of DMLM to r and w
based on the Gaussian distribution function, and the damage efficiency
wtobel~5.

According to the Formula (12) and (37), the change trends of
the optimal results of each metric in Fig. 8 with r and « are com-
pletely consistent with the formulas. The distributions of the results
in Fig. 8(a)(b) prove that DMLM has excellent sensitivity under RCTR
and MRT. Fig. 8(c) shows that the smoothness of CPD’s result is visually
worse than the others. It should be noted that there is still no singularity
when Loss* increased with r and decreased with a. The reason for the
jump of results may be that the network topology analysis is added in
the CPD calculation process.

Fig. 9 shows the model sensitivity of the DMLM using the Gaussian
distribution function. It can be seen that the DMLM still maintains a
good sensitivity to the parameters w and r. The value range of w is
much larger than a, and we only selected a small section for testing.
Therefore, the change trend of the results shown in Fig. 9 is smaller
than that in Fig. 8.
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5.3. Comparison experiment analysis

The comparative experiments are the visual comparison of the vul-
nerability analysis results of RCTR with MRT and CPD, using the French
optical fiber backbone network. We selected three specific damage
scenes: The first scenario is r = 5 km @ = 0.4 or w = 1, simulating
the damage with small coverage and small attenuation(such as missile
or bomb attacks). The second scenario is r = 25 km a = 0.6 or o = 3,
simulating the damage with medium coverage and moderate damage
attenuation (such as mass destruction weapons or hurricanes). The
third scenario is r = 50 km a = 0.8 or w = 5, simulating the damage with
large coverage and large attenuation (such as electromagnetic pulse
bombs or earthquakes).

Fig. 10 illustrates the comparison of the visualization results of
RCTR versus MRT and CPD in three damage scenarios based on the
linear function. In Fig. 10, the double clustering of the candidate points
in terms of geographic location and damage degrees appears, that is,
some of the candidate points are located close to each other, and their
damage degrees are similar. We define these clusters as vulnerable
zones, and these zones are needed to be focused on network protection
design and network daily maintenance. In the small damage scene, the
vulnerable zones of RCTR are concentrated near the nodes with greater
connection degree and are only distributed on the side close to links.
In the large damage scene, the vulnerable area is more concentrated in
geographic areas with densely distributed fiber links. In comparison,
MRT’s vulnerable zones are all distributed near optical fiber links.
As the damage radius increases, MRT’s vulnerable zones begin to
concentrate on a small number of longer links, and the area of zones
gradually increases. CPD is more like a combination of the two results:
vulnerable zones are concentrated near optical fiber links that have the
core position of the network topology. Compared with other metrics,
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Fig. 10. Comparison of visualization results of RCTR vs MRT and CPD in three damage scenarios based on the linear function. (a)(b)(c) shows the locations and metric results
of top 10000 candidate points under RCTR with three damage scenarios. (d)(e)(f) shows the locations and metric results of top 10000 candidate points under MRT with three
damage scenarios. (f)(h)(i) shows the locations and metric results of top 10000 candidate points under CPD with three damage scenarios.

CPD can provide more accurate and effective recommendations for
network protection design and daily maintenance under the small-scale
damage situation.

Fig. 11 illustrates the comparison of visualization results based on
the Gaussian distribution function. Comparing with Fig. 10, it can
be seen that the vulnerable zones found by the Gaussian distribution
function are very close to the linear function in terms of location
and change trend, and differ in the areas and shapes. When CPD is
used as the metric, the shape and area of vulnerable zones change the
most before and after, which means that CPD is more sensitive to the
damage-efficiency function. Therefore, it can be seen from the visual
comparison charts of the vulnerable area, considering the network
recoverability in the network vulnerability analysis would provide a
new perspective for network design, protection, or maintenance.

6. Conclusion
Motivated by applications in optical fiber network survivability, we

focused on the network vulnerability analysis. Considering the long
repair time after fiber links are damaged, and the serious loss of
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network performance during the repair process, we believe that the
traditional network vulnerability analysis method is no longer appli-
cable to the fiber network. It is necessary to design a new simulation
for the repair process of the damaged network, extract and calculate the
mathematical characteristics displayed in the network repair process, to
try to analyze the network vulnerability and find the vulnerable zone
from a new perspective. Based on this motivation, we redesigned the
fiber network simulation model and damage simulation model, which
can accurately position the damage and its degree and is compatible
with the repair simulation process. The proposal of the Link Simula-
tion Model breaks the traditional link simulation method: two points
determine one line, and re-simulates the link by taking virtual points
at intervals, which solves the problem of precise positioning of the
damaged position of fiber links. The proposal of the Damage-efficiency
Circle Model solves the problem that the traditional probability damage
model cannot describe the damage degree of network elements and
provides a calculation basis for network repair simulation. We designed
the Saturated Rescue Strategy for repair simulation. While maintaining
the authenticity of the simulation, SRS does not require additional input
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Fig. 11. Comparison of visualization results of RCTR vs MRT and CPD in three damage scenarios based on the Gaussian distribution function. (a)(b)(c) shows the locations and
metric results of top 10000 candidate points under RCTR with three damage scenarios. (d)(e)(f) shows the locations and metric results of top 10000 candidate points under MRT
with three damage scenarios. (f)(h)(i) shows the locations and metric results of top 10000 candidate points under CPD with three damage scenarios.

of data related to repair resources, which greatly improves the prac-
ticability and scope of application of the overall model. Based on the
above simulation models, we designed the vulnerability analysis model:
the Damage Measurement and Location Model. In DMLM, a heuristic
traversal algorithm called Optimized Grid-partition-based method is
proposed to locate the vulnerable zones of the fiber network with a
faster calculation speed. We also designed supporting network perfor-
mance metrics for DMLM. The related theoretical framework of each
metric has also been developed to support the application of DMLM.
Numerical results verify the effectiveness of the new model and prove
that the model has excellent sensitivity to essential parameters. The
visual results of vulnerable zones prove the importance of combining
network recoverability with vulnerability analysis in network design,
network protection, and network maintenance.

In the further study, we will further optimize the DMLM for the
problem of how to combine the earthquake risk maps [48,49] with the
vulnerability analysis of the optical fiber network. The dynamic repair
model with time coordinates should be applied to network vulnerability
analysis [50], to expand the application of different repair strategies in
DMLM.
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